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Human-Cyber-Physical Systems (HCPS)
System Engineering Emerged from 

• Intersection of Computing, Communication and Control Enabled with 
• Big Data, Cloud Computing, IoT and Ubiquitous Computing 
• Open architecture with increasing scale and dynamic plug-and-play

• USA NSF CPS Workshops
• EU InterLink WG Ensemble Engineering
• Integration of Cyber Systems, Equipment 

& Physical Systems through Network

2006-10: Cyber-Physical Systems 
(CPS)

ES ES

CPS Control and Services

Networked Embedded Systems /
Control Systems

1.  Physical processes with 

      
• sensors and actuators and  
• controlled by microprocessors

2.  Cyber Systems
• store, process and analysis data and

• compute control decisions

•  realise the control and coordination 
of the physical processes 

• Transfers data from sensors and  
control decisions to the actuators

3.  Networks: 
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Human-Cyber-Physical Systems (HCPS)
System Engineering Emerged from 

• Intersection of Computing, Communication and Control Enabled with 
• Big Data, Cloud Computing, IoT and Ubiquitous Computing 
• Open architecture with increasing scale and dynamic plug-and-play

1.  BigData

      
• Value-added services 
• Better and intelligent control 

2.  Cloud

      
• Solutions to BigData 
• Enable multiple domain 

interaction & collaboration 

3.  Open and multi-layer 
systems of CPSs

• USA NSF CPS Workshops
• EU InterLink WG
• Cyber, Physical & Equipment

2006-10:  CPS
• Networked CPSs with BigData 

and Cloud
• Autonomous and AI empowered 

2010-15: CPS+

ES ES

CPS Control and Services

CPS1 CPS2

SoS Control | BigData and Cloud 

Cross domain CPSs
Interaction and Collaboration 

Network Network 

Networked Embedded Systems /
Control Systems
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Human-Cyber-Physical Systems (HCPS)
System Engineering Emerged from 

• Intersection of Computing, Communication and Control Enabled with 
• Big Data, Cloud Computing, IoT and Ubiquitous Computing 
• Open architecture with increasing scale and dynamic plug-and-play

2006-10:  CPS
• Networked CPSs with BigData 

and Cloud
• Autonomous and AI empowered 

2010-15: CPS+
• Human in ambient intelligence 

interacting with CPSs
• Ami -- Ubiquitous [Weiser 1991] & 

IoT 

2015-: HCPS

ES ES

CPS Control and Services

CPS1 CPS2

SoS Control | BigData and Cloud 

CPS1 CPS2

SoS Control | BigData, Cloud and Human

Networked Embedded Systems Cross domain CPSs Ubiquitous HCP Hybrid Intelligent Comp

AmI
AmI

Increasing scale and ever evolving, open, multi-layered, autonomous, intelligent

Network Network NetworkNetwork

• USA NSF CPS Workshops
• EU InterLink WG
• Cyber, Physical & Equipment



Importance and Applications/New Infrastructures  

• One of the 10 development programs

• Through CPS for integration of supply, production, 
sales for their digitisation and intelligent 
empowerment 

• Made in China 2025
• New Infrastructures: information, integration, and  

innovation infastructure  

• 1st of the 8 priority development areas 
• Integrate through network hardware, data, physical 

equipment to  improve the efficiency of the 
industrial chain

Industry Internet

Industry 4.0

New Infrastructure Development 
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• HCPS Represents the State of Art of  ICT-Based System Engineering
• HCPS is Enabling Technology of New Industry Revolution 

Information Infrastructures, Integration Infrastructures & Innovation Infrastructures 



这样的自动生产线没有“人”的柔性

如果卓别林因故不能工作，其他的人

    也要停止

现在计算机控制的自动化生产也有同样问题

 未来的智能化自动生产心应该具有人柔性

 需要人机物融合
 人对物的认知，产生新的知识

 人与己交互更新机的知识从而改变智能

 不同的人-机-物融合系统交互突破图灵机模型

 人还是其主要因素
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从“摩登时代”的自动化想HCPS中的自动化



 There are commonly used concepts

 IoT, Ubiquitous Computing, Human-Machine Interactions, Ambient Intelligence /Smart 
Environment, CPS/HCPS

 They are related, but their have different intensions and extensions

 IoT is mainly for connecting, tacking and identification of “things”

 Ubiquitous Computing is about collecting and processing sensor data and generate 
smart environment –  views of things

 CPS, however, is mainly about control and management of the physical worlds -
“things”

  HCPS is about the combination of the above

  The above notions are increasing unified
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Clarification Remarks

15 years of research has not made fundamental advances from system engineering perspective 
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Research Problems

1. Theory of HCP  Computation 
• HCP computational model 

• Mechanisms of HCP interactions

• Computability and complexity

2. Architecture Modelling and Design
• Unified meta semantic model
• Composition & refinement of heterogeneous 

components 
• Contracts model for blackbox integration 

3. Software Defined HCPS
• Hardware & Software Abstractions
• Programming Model 
• Specification and programming Lang,
• Model-driven development 

Challenges

10

Features and Challenges

4. Complex system requirements 
• Functionality, performance, safety and 

security, QoS

3. Blackbox system integration
• Cyber, human, physical systems 

• Different existing hardware and software 

2. Lack of abstractions
• Abstraction of time in cyber systems

• Mismatch of abstractions in computing and 

physical systems

1. Complex heterogeneity 
• Heterogeneous resources

• Heterogeneous sub-systems

• Heterogenous interactions

. 
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Computational Model of HCP Computation 

Question: HCP interaction mechanism & switches of control   

H C P - A u t o m a t o n

a

State
Propose to define a model of HCP Automata

• Model human behavior as an Oracle
• Huaman and CPS interaction, in closed loop
• Human intelligence - tasks/processes specific

H C P S  L e a r n i n g  

Learn

CP
S

� = �(�)

H

Develop a HCPS learning framework 
• Oracle continuous learning for model refinement 
• Abstraction and representation H-C-P interaction 

information 
• Single and multi-agent learning algorithms
• Timed and probabilistic behavior

Computability and complexity study
• Relative complexity   
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HCPS Architecture Modelling 

Questions 1. Unified meta semantic theory 2. Model blackbox integration   

rate: [Time  
Real]

status: {on, off}

switch()

rate

APropose a HCP interface contract  model
• Discrete interface operations/events &continuous signals 
• Discrete state and continuous state variables
• Static type, interaction type and behaviour type
• Incrementally define timed and probabilistic behavior

read()

A
switch()

M

rate

read
()

Pset()

H

valBudget 

Define composition and refinement
• Support top-down develop & bottom-up integration
• Blackbox integration  

Compositional verification and correct by constriction 
• � ⊑ �′ 
    ∵  � ⊨ �1,  A ⊨ �2,  � ⊨ �3

    ∴ � ⊨  ϕ
    ∴ �′ ⊨ �

    



Required Features of the Modelling Theory 
 Multi-dimensional and multilevel abstraction、
 interfaces contracts of different  granularities for information hiding and 
      blackbox integration 
 Multi-view & multi-notation modelling 

��1()

��2()

��3() A

M

�P

H
��1()

��2()

��3()

��1() ���1 ⊢ ����1 
��2() ���2 ⊢ ����2 
��3() ���3 ⊢ post3 

UTP, Institutions & rCOS for linking and unifying different syntaxes and semantics 

� < �
� = �1

� = �2

��1() ��2()

��3()

HInterface 
Contract

Design

Implementation
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Software Defined HCPS

Principles of Software Defined Systems 
• Through abstractions of hardware and equipment, separate the laws of control from 

the physical hardware
• Separation use/specification  of functionalities resources of from their implementations, 

through APIs
• Higher level business services and processes are realised trough coordination and 

orchestration of those in the level below
• The general form of programs in SD systems is in APIs + Control Program 

Well-known SD paradigms  
• Programmable logic controller
• OO programs: ClassDefinitions + Main Program 
• Service based programs: WSDLSpec + BPEL program 
• Workflow programs 

Challenges in SD-HCSP  
• Ddifficult to have uniformed API definitions of heterogeneous resources, human, 

software, networks, physical processes … 
• Hierarchical layered control and management of recourses 
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Relation between the Three Research Problems

• We are seeking for rich semantic model of HCPS architectures 
• HCPS Architecture Modelling is based on HCP Automata 

• The blackbox semantics of the interfaces HCPS components are defined 
based on the model of HCP automata

• The blackbox semantics of HCPS compositions are defined based on the composition 
of automata

• These are like how programs are based on automata, distributed software based 
I/O automata, real-time systems based an timed automata, etc 

• The programming model of SD-HCPS is based on the architecture model 
• Specification and programming language are defined based on the structure 

and semantics of the HCPS architecture model
• Semantics of APIs  and their compositions are defined based on the interface 

contracts of HCPS
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Architecture for Software Defined HCPS

NB: 
• an HCP SOScan be used a unit HCPS – horizontal and vertically upwards open
• Multi-layers of three tiered architecture style
• Specification language for SD-HCPS: API specifications and composition, and coordination 
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Support Continuous Evolution

1. New components designed and plugged in
2. Dynamically find and connect components
3. Adding more interfaces and/or improving performance 

of interface, as to allow cyber components to 
1) monitor  more and better about its environment
2) more autonomous (self*), 
3) make more intelligent control decisions, and provide 

smarter services
4) control and coordinate more and better physical 

components

Evolving to improve, optimization, smartness, connectivity, 
autonomy and trustworthiness
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 rCOS – Refinement Component and Object  Systems

  Architecture components in rCOS
1. Services providers, including computing devices realise functions, procedures and 

modules
2. Reactive processes or threads 
3. Connectors
4. Components are composed and orchestrated  and interact through interfaces

 The different types of component are  useful in software architecture design 

20

Develop rCOS to ArHCPS

rCOS jointly developed with HE Jifeng, LI Xiaoshan, et al (2000-- ）
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Service component 
    component M1 {
             provided interface MIF {
                 W(Z v){z:v}; R(;Zv){v:=}
           }
      }

 

Reactive component
    component M {
          Z d; Bool w = true;
          provided interface MIF {
               W(Z v){w&d:=v; w:= not w};
                R(; Z v) {not w & v:=d; w:=not  w}
             }
}

I/O automaton for M
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 Linking Modelling Theories/Interoperability

 Component M {
       Z d;
       provided interface MIF {
            W(Z v){d:=v}; R(;v){v:=d};
        }
       protocol {(WR)*+(WR)*W}
    } 

 Component M require M1IF {
    Z d; Bool w = true
       provided interface MIF {
            W(Z v){M1IF.W(v)} R(;v){MIIF.R(;v)}
        }
        protocol {(WR)*+(WR)*W}
}
    }

Hoare and He’s UTP, Goguen and Burstall’s  Institutions
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 General Components and Composition

  Component fM {
       Z d;
       provided interface MIF {
            W(Z v){d:=v}; R(;v){v:=d}
        }
       actions {fault {true |- d’<> d} // fault models memory corruption
          }
        protocol {(WR)*+(WR)*W}
      }

• Renaming as built-in architecture operator 
• fMi = fM[fMi.W/W,fMi.R/R]

• But it can be realized by a connector component 
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Service Orchestration

• Fault-tolerant memory component
component  V requires fM1.IF, fM2.IF, fM3.IF {

          Z  v1, v2, v3;
        provided interface VIF {
             W(Z v){fM1.IF.W(v)|| fM2.IF.W(v)|| 
fM3.IF.W(v)};
            R(;Z v){fM1.IF.R(v)|| fM2.IF.R(v)|| fM3.IF.R(v)};
              v:=vote(v1,v2,v3)};
           }
        protocol {WR)*+(WR)*W}
       }
    • V refines M provided at most one memory 

corrupted at a time
• Modelling and Proof needs to introduce 

auxiliary variables 

Fault-tolerance by architecture transformations 
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Model-driven in rCOS

• Each phase is based on 
the construction of 
verifiable models

• Models are analyzed and 
verified 

• Refined models are 
constructed by model 
transformations

• Code is generated from  
design models

• Proof obligations are 
generated by model 
transformations



26

Model Transformations in rCOS

1. m o d e l  a  u s e  c a s e  a s  a 
component

2. refine use case operations by 
design patterns to generate an 
oo interaction model

3. generate design class model
4. transform the oo interaction 

m o d e l  t o  a  c o m p o n e n t 
interaction model

5. \ g e n e r a t e  t h e  c o m p o n e n t 
diagram

6. t rans fo rm oo  in te r faces  to  
specific middlewares, e.g. RMI, 
CORBA etc. 

7. integrate use cases

Code generation performed after 
 and/or 3 6

Design
Pattern

Generate

Abstract
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Component  A{/*an appliance
rate: [Time  Real];
status: {on, off};

      provided interface {
         rate {/*signal: given by manufacture};
         switch() {/*operation: switch A on and off}
       }
  }
Component M {/*meter
    val: [time  Real];
    provided interface {
          read(;r){true |- r’=val};
    }
    required interface rate {/*signal
       val= energy(rate)
     }
}     
Composition: H = A||M

A
rate: [Time  Real]

status: {on, off}
switch()

rate

M
    val: [Time  Real]

 

read ()

raterate
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read ()

A
switch()

M

rate

val
read ()

P
val

set  ()
P

budget 

H’’

 Add provided signal ‘val’ to M
 Add a control pad P that requires signal ‘val’, provides `set()’, and calls 

A.switch, etc. M’=P||M, H’=M’||A
 Refine P with planning with daily budget, and schedule functionality                          

M’’ = P’||M, H’’=M’’||A
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read ()

A
switch()

M

rate

read ()
val

set  ()
P

budget 

H’’

Ai = A[switchi/swich,ratei/rate], A= A1||…||Am

Mi= M[readi/read, vali/val], M=M1||...||Mm        

Pi= P[…,…], P=P1||…||Pm



read () set ()

• Add a global controller for planning and schedule                                                             
      H = G||P||M||A

• Control C with mobile phone from car or office 

A

M
P

A

M
P

A

M
P

A

M
P

A

M
P

A

M
P

G

C

H
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 15 years after the notion of CPS was proposed 
1. It has become one of the mostly active research topic, and very much hyped term
2. Methods and tools in commutating, communication and control are attempted in HCPS
3. But little fundamental advances in the development of the scientific foundation is 

achieved
 We have discussed some fundamental challenges
 In particular, we have proposed 

1. A  research on a computational model,  
2. An emphasis on architecture modelling, and 
3. Software defined method for HCPS

 More challenges: AI in engineering systems requires interpretable AI, verifiable AI, 
controllable AI,   composable AI  ….
 Most of all, we do not have “model” of intelligence, as we have for “computation” 

and “information”

32

Summary 



 Architecture modelling is important for 

 Keeping conceptual integrity from requirements, through development, to evolustion 

 Automation in software development, including model generation, verification, and code 
generation 

 Intelligent development of software: such as the so called search/mining based 
software development

Architecture  modelling language should support 
 API definition and composition

 Hierarchical coordination and architecture 

 Architecture model + Knowledgebase of API-oriented a models of components support 
automated software synthesis – software synthesis from architecture model

33

Final Remarks
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 Many Thanks!
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