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1. Concepts of HCPS



Human-Cyber-Physical Systems (HCPS)

System Engineering Emerged from

* Intersection of Computing, Communication and Control Enabled with
Big Data, Cloud Computing, loT and Ubiquitous Computing
Open architecture with increasing scale and dynamic plug-and-play

2006-10: Cyber-Physical Systems
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System Engineering Emerged from
* Intersection of Computing, Communication and Control Enabled with

« Big Data, Cloud Computing, loT and Ubiquitous Computing
* Open architecture with increasing scale and dynamic plug-and-play

2006-10: CPS
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* Cyber, Physical & Equipment  °
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Cross domain CPSs

Interaction and Collaboration
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 Value-added services

« Better and intelligent control

2. Cloud

« Solutions to BigData

* Enable multiple domain
interaction & collaboration
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Human-Cyber-Physical Systems (HCPS)

System Engineering Emerged from
* Intersection of Computing, Communication and Control Enabled with

« Big Data, Cloud Computing, loT and Ubiquitous Computing
* Open architecture with increasing scale and dynamic plug-and-play

2006-10: CPS 2010-15: CPS+ 2015-: HCPS

 USA NSF CPS Workshops * Networked CPSs with BigData * Human in ambient intelligence

* EU InterLink WG and Cloud interacting with CPSs

« Cyber, Physical & Equipment * Autonomous and Al empowered - Ami -- Ubiquitous [Weiser 1991] &

loT
CPS Control and Services [ SoS Control | BigData and Cloud ] [ SoS Control | BigData, Cloud and Human }
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Increasing scale and ever evolving, open, multi-layered, autonomous, intelligent



Importance and Applications/New Infrastructures

« HCPS Represents the State of Art of ICT-Based System Engineering

* HCPS is Enabling Technology of New Industry Revolution

Industry Internet

* 1stof the 8 priority development areas

* Integrate through network hardware, data, physical
equipment to improve the efficiency of the
industrial chain

Bl |ndustry 4.0
* One of the 10 development programs

* Through CPS for integration of supply, production,
sales for their digitisation and intelligent
empowerment

New Infrastructure Development

« Made in China 2025

* New Infrastructures: information, integration, and
innovation infastructure

Information Infrastructures, Integration Infrastructures & Innovation Infrastructures
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Clarification Remarks

O There are commonly used concepts
> loT, Ubiquitous Computing, Human-Machine Interactions, Ambient Intelligence /Smart
Environment, CPS/HCPS
O They are related, but their have different intensions and extensions

» loT is mainly for connecting, tacking and identification of “things”

> Ubiquitous Computing is about collecting and processing sensor data and generate
smart environment — views of things

> CPS, however, is mainly about control and management of the physical worlds -
“things”

O HCPS is about the combination of the above
O The above notions are increasing unified

15 years of research has not made fundamental advances from system engineering perspective
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2. Challenges and Research Problems



Features and Challenges

(1. Complex heterogeneity

« Heterogeneous resources

* Heterogeneous sub-systems
_*__Heterogenous interactions

Vs

2. Lack of abstractions

« Abstraction of time in cyber systems

« Mismatch of abstractions in computing and
physical systems

.

s

3. Blackbox system integration
« Cyber, human, physical systems
- Different existing hardware and software

\.

4, Complex system requirements
* Functionality, performance, safety and
security, QoS

-

1. Theory of HCP Computation
« HCP computational model

* Mechanisms of HCP interactions
« Computability and complexity

2 Architecture Modelling and Design
Unified meta semantic model

« Composition & refinement of heterogeneous
components

« Contracts model for blackbox integration

3 Software Defined HCPS
Hardware & Software Abstractions
*  Programming Model
+ Specification and programming Lang,
* Model-driven development




Outline

3. Proposed Research Directions



Computational Model of HCP Computation

Question: HCP interaction mechanism & switches of control !

Propose to define a model of HCP Automata
* Model human behavior as an Oracle
« Huaman and CPS interaction, in closed loop
 Human intelligence - tasks/processes specific

Develop a HCPS learning framework

* Oracle continuous learning for model refinement

« Abstraction and representation H-C-P interaction H CP
information M _— %

« Single and multi-agent learning algorithms % @ o

* Timed and probabilistic behavior

Learn- 1
Computability and complexity study @; % = f(x)
* Relative complexity



HCPS Architecture Modelling

Questions 1. Unified meta semantic theory 2. Model blackbox integration !

Propose a HCP interface contract model A
» Discrete interface operations/events &continuous signals switch()
» Discrete state and continuous state variables *— _
« Static type, interaction type and behaviour type rate: [Time >
« Incrementally define timed and probabilistic behavior Real]

. - . status: {on, off}
Define composition and refinement

. Support top-down develop & bottom-up integration lrate
* Blackbox integration H switch()
e
Compositional verification and correct by constriction =t p .= Jrte
e HC H’ Budget val -
v PEG, AE Py ME ¢; by _|_(‘_ M
~HE ¢ 0 read()

~H E¢



Required Features of the Modelling Theory

'O interfaces contracts of different granularities for information hiding and
: blackbox integration

Interface s Level of abstraction

Contraq:. . * H op1(){pre1 (o pOSt]}
Dez.ign | op;) ‘&'! opz(){prez a3 pOStz}
. ops(){pres + posts}

m
. ¢ op,()
;: I{| cr |0 2 } H Op1()

Implementation oPs3 () > o—| A
Hierarchy of component L L
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:is,.& Class model op, ()® P X ‘

@.& ia funciionality spec ops3 ()@ | < M Op3 ()

Inieraction model
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 Reactive behavior model

UTP, Institutions & rCOS for linking and unifying different syntaxes and semantics



Software Defined HCPS

Principles of Software Defined Systems

* Through abstractions of hardware and equipment, separate the laws of control from
the physical hardware

« Separation use/specification of functionalities resources of from their implementations,
through APIs

* Higher level business services and processes are realised trough coordination and
orchestration of those in the level below

* The general form of programs in SD systems is in APIs + Control Program

Well-known SD paradigms
* Programmable logic controller
* OO programs: ClassDefinitions + Main Program
* Service based programs: WSDLSpec + BPEL program
*  Workflow programs

Challenges in SD-HCSP

« Ddifficult to have uniformed API definitions of heterogeneous resources, human,
software, networks, physical processes ---

* Hierarchical layered control and management of recourses



Relation between the Three Research Problems

*  We are seeking for rich semantic model of HCPS architectures
« HCPS Architecture Modelling is based on HCP Automata
* The blackbox semantics of the interfaces HCPS components are defined
based on the model of HCP automata
* The blackbox semantics of HCPS compositions are defined based on the composition
of automata
* These are like how programs are based on automata, distributed software based
|/0 automata, real-time systems based an timed automata, etc

* The programming model of SD-HCPS is based on the architecture model
* Specification and programming language are defined based on the structure
and semantics of the HCPS architecture model
« Semantics of APIs and their compositions are defined based on the interface
contracts of HCPS



Architecture for Software Defined HCPS
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« an HCP SOScan be used a unit HCPS - horizontal and vertically upwards open

- Multi-layers of three tiered architecture style

+ Specification language for SD-HCPS: API specifications and composition, and coordination
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Support Continuous Evolution

1. New components designed and plugged in
2. Dynamically find and connect components
3. Adding more interfaces and/or improving performance
of interface, as to allow cyber components to
1) monitor more and better about its environment
2) more autonomous (self*),
3) make more intelligent control decisions, and provide
smarter services
4) control and coordinate more and better physical
components

Evolving to improve, optimization, smartness, connectivity,
autonomy and trustworthiness
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4. Initial Work to Develop rCOS to ArHCPS



Develop rCOS to ArHCPS

O rCOS - Refinement Component and Object Systems

O Architecture components in rCOS
1. Services providers, including computing devices realise functions, procedures and

modules
2. Reactive processes or threads

3. Connectors
4. Components are composed and orchestrated and interact through interfaces

[] The different types of component are useful in software architecture design

rCOS jointly developed with HE Jifeng, LI Xiaoshan, et al (2000-- )

20



Example Models of Components

Service component

component M1 {

provided interface MIF {
W(Z v){z:v}; R(;ZVv){v:=}

}

Reactive component

component M {
Z d; Bool w = true;
provided interface MIF {
W(Z v){w&d:=v; w:= not w};
R(; Z v) {not w & v:=d; w:=not w}

}

W0

—OC_0

1/0 automatdh for M



Linking Modelling Theories/Interoperability

Component M { WO RO
Z d; O O
provided interface MIF {

W(Z v){d:=v}; R(;v){v:=d};
b M
protocol {(WR)*+(WR)*W}

b

-O—
-O—

Component M require M1IF {
Z d; Bool w = true
provided interface MIF {
W(Z v){M1IF.W(v)} R(;v){MIIF.R(;Vv)}

¥
protocol {(WR)*+(WR)*W}

Hoare and He’ s UTP, Goguen and Burstall’ s Institutions



General Components and Composition

Component fM {

Z d; MLW() M.R()

provided interface MIF {
W(Z v){d:=v}; R(;v){v:=d} T T

}

actions {fault {true |- d’ <> d} // fault models memory cc

}
protocol {(WR)*+(WR)*W}

| J\ J\
* Renaming as built-in architecture operator
M. W() fM.R()

« fMi = fM[fMi.W/W,fMi.R/R]
« But it can be realized by a connector component

23



Service Orchestration

* Fault-tolerant memory component
component V requires fM1.IF, fM2.IF, fM3.IF {
Z v1,v2, v3;
provided interface VIF {
W(Z V){fM1.IF.W(V)|| TM2.IF.W (V)|
fM3.IF.W(Vv)};

R(;;Z v){TM1.IF.R(V)|| TM2.IF.R(V)|| TM3.IF.R(Vv)};
v:=vote(v1,v2,v3)};

}
protocol {WR)*+(WR)*W}
}
* Vrefines M provided at most one memory
corrupted at a time
* Modelling and Proof needs to introduce
auxiliary variables
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Model-driven in rCOS

 Each phase is based on . N & L-L_L- i
the construction of s = :
verifiable models | — — = | ERL

« Models are analyzed an =
verified =

omiDnmta it

 Refined models are ——— |

rRrTe——.

Fy coomnt wl

constructed by model == a—

transformations Ll L T e —— S o8NS 10s 9100 5 v e

] | G es & 7uw | Besoures o Hiararchy| 13 Backage B 31 % 0| 6 G veosti % Cobolreosdi | b ColdlE voredi | 0] CoCalL reump 01 =0

9 > 12 ; A
Totier ([ hek 505 O O reonti b OO reosdi 02 ok COME e

.
° Co de IS aenerate d f rom B i i
kmm ine Cashdesk Statellachine Rezion | Yo

el @) Cushdosk Loe 47 il PRz g - S eno). BEAR)
3 By cxcee & ] T —— !

L] @ Cuhdesk Loe || 0bjeces * e T

eS I n m O e S Ot S| st 1) OO0l reonp S22 85411 public disshlebrpress() ( .

U — . 31000 w08 51 [ pee t true , post : this.exmds’ = false |

(R | test exp 07 5511 F

o Titid
§n ool wd €06 = {5y encone nsecase_refinment
Justop @ || Comnections * @ Cashisk Loe 43 0331 plie cuazsialelf {

- -
« Proof obligations are T (R
@ Cushdenk Loc ¢ R ) CoToE reosp 528 1841 )

o (ot
ot CoCollE, reosda 9 CoColE wl $94. 08575~

Sy
G rewe 5 ‘J( i 3 cacome st rafinment |
Sy COE w530 i @ Cusbdenk Loc 418 G331
l l r I I I G cocmesscase e 1 [pre : store.catalog.2indic) 1= null , post : line' = LineItemnew(c, q) ;
@ Coshdosk 1oc ¢ line.subtotal' = this.store.ce

§ CusbduikIP_sag,c3p 48

ly & § CashdeskIF_sate.exp 408

3 Cuskioll sy ebroress G e €5 85- this, zale. Jines, add(1ine]]
3 Coshidoskd?_sta o

transformations e

public encerTten(Barcods code, dnt qoy z ) (
VAR Linelten item ;

disablef ) GO ressp 508 04l
97 CoColE ml 8L 08430

@ Ioventersiusk Loe 48 0 pliln tinteadn et
@ ek 1oe 03 (83 [ere s true , post 5 this.sal lebe’ = true OR this,zal = true

Sé:&::;:f:: @ tebrteodct Loc €3 18 , OR this.sals.total’ = this.sale.lines. num("sutotal”) |
. Y G
° | @70rd~rrmucz.1 oy #EeQOE O thingscr_ i
B B e M s, public cardPay(Card ¢ ; | (
o e 14 v uprsitotl [pre : bank.authorize(c, sale.total] ,

oy R
i Cooneuc? Conp

post : this.sale.pay’ = CardPayment.new(c):
this.atore, anles . add (sale) :
\forsll Linelten ! in this.sale.lines, Item p in this.st calog :
(p.baccode = 1.barcode) => p.awounc' = p.amount - l.quanticy ]

o sl reondi 49 18
£} commen reosp 4l 08~
B3 coconnnc wl 581 084~
ot Oeder_produss Classhsial

UML model notation into =

ol Oedee_produen_ enterlten .m srTtenlitesCounts rnml sB

B8 um ¥ ¥ .
[ P 5 ¢ ¥ ¢ ) < ¥
r i 7@ . n Fritahle Inaurt 1l e eROBE




Model Transformations in rCOS

1. model a use case as a R
Component Eﬂl_ disableExpress() I] =
. . enableExpress() .
2. refine use case operations by - Design

startSale()

Pattern

design patterns to generate an s | || —
oo interaction model sttt Lot | | |
3. generate design class model ]
4. transform the oo interaction N ——
model to a component N i ' Abstract ﬂ
interaction model G
5. \generate the component e :
diagram R Jl\m “_ Generate
6. transform oo interfaces to T —
specific middlewares, e.g. RMI, :
CORBA etc.

/. integrate use cases

5
2
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Physical Components and Interfaces

Component A{/*an appliance
rate: [Time = Real];
status: {on, off}; switch()
provided interface {
rate {/*signal: given by manufacture};
switch() {/*operation: switch A on and off}

}

rate
} rate

Component M {/*meter rate
val: [time = Real];
provided interface {
read(;r){true |- r’ =val};
} read ()
required interface rate {/*signal
val= energy(rate)

}

}
Composition: H = A||M

27



System Evolution for Home Automation (a)

HII

O Add provided signal ‘val’ to M

O Add a control pad P that requires signal ‘val’, provides ‘set()’, and calls
A.switch, etc. M’=P||M, H'=M’||A

O Refine P with planning with daily budget, and schedule functionality
MH — P,”M, HH:MH”A

28



System Evolution for Home Automation (b)

H 7 switch()
(

Ai = A[switch/swich,rate/rate], A= Al ||A,
Mi= M[read,/read, val/val], M=M,||...||M,
Pi= P[’]’ E:P’I””Pm




System Evolution Automation (b)

» Add a global controller for planning and schedule
H = GlPlIMI|A

» Control C with mobile phone from car or office
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5. Summary and Final Remarks



Summary

O 15 years after the notion of CPS was proposed

1. It has become one of the mostly active research topic, and very much hyped term
2. Methods and tools in commutating, communication and control are attempted in HCPS
3. But little fundamental advances in the development of the scientific foundation is
achieved
O We have discussed some fundamental challenges
O In particular, we have proposed
1. A research on a computational model,
2. An emphasis on architecture modelling, and
3. Software defined method for HCPS

O More challenges: Al in engineering systems requires interpretable Al, verifiable Al,
controllable Al, composable Al

> Most of all, we do not have “model” of intelligence, as we have for “computation”
and “information”
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Final Remarks

O Architecture modelling is important for

> Keeping conceptual integrity from requirements, through development, to evolustion

> Automation in software development, including model generation, verification, and code
generation

> Intelligent development of software: such as the so called search/mining based
software development

OArchitecture modelling language should support
> API definition and composition
> Hierarchical coordination and architecture

> Architecture model + Knowledgebase of APl-oriented a models of components support
automated software synthesis — software synthesis from architecture model

33
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