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Points of Discussion 

1. From CPS, through cloud-Based CPS, to HCPS
2. HCPS software architecture 
3. Evolution of HCPS 
4. OS in HCPS
5. Key scientific problems
6. A Proposed Research Position
7. Some wild ideas  

Relate to 自然科学基金委关于泛在操作系统“双清论坛”及前期研讨会

Apologies for this very poorly prepared presentation due to unanticipated issues 



Traditional CPS Architecture

Y. Tan, et al 2009 • Network of heterogeneous CPS subsystems
o Cyber systems: computing, control and 

networking
o Physical systems: mechanical, electrical, 

and chemical processes
o Cyber systems control the physical side 

using sensors and actuators
o Database server: logging events, 

processing data
o Network: for connecting sensor 

networks, actor networks, cyber 
systems 

o Human are mainly users being affected 
by the CPS

• Technology Background
o Network and distributed computing and 

communication
o Internet of Things (IoT/IoE)



Challenges in Modelling Basic CPS

• Communication: how can the network realize the system-wide properties, 

such as timeliness

• Control: distributed and decentralized control applications

• Hybrid and mobile interactions:  modelling interactions between cyber and 

physical systems, some of them are mobile 

• OS in CPS (not seem to have been addressed)
o to manage sensors， actuators and network
o to deal with  analogous (physical) entities which may be heterogeneous 
o to handle them as homogeneous and changing resources
o higher level uncertainty and more complex dynamics of resources 

• Lasting but unsolved problems
• predictability,  reliability, robustness (needs AI)



Architecture：
 Multilevel CPS

 Dynamic evolution

    architecture
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 Interface based
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 Refer to experience
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architecture

 Unified standard 
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 employ data from

    multidimensional 

A
pplication
Layer

C
ollaboration

Layer
N

etw
ork

Layer
P

hysical
Layer

Potential
risk prediction

Intelligent 
(dis)charging 

Battery life
 analysis

 and evaluation

Charging 
state analysis 

Other
potential apps 

Cloud 
platform

Historical data 
storage system

 Big data analytics
 Dynamic evolution
 Intelligent decision
 Pattern matching

Remote 
monitoring 

system

Test & evaluation
 system

Application 
interface protocol

Data interconnection 
interface protocol

Mobile
 communication

 network Internet
Industrial 
network

Car BMS

Capacitor Battery Battery pack Electric car Driver

IoT & Cloud-Based Battery Management CPS



Features of  Cloud-Based CPS

• Contain  Software  developed using  paradigms and architecture styles 

• Contains AI software (should be both machine learning and rule based)

• Interaction between software of different application domains

• OS in cloud-based CPS extends OS further with more  functionality to
o data, software, services 

• Additional Technology Background
o Cloud computing and service-based systems  

o BigData, AI and ANN are overwhelming 



Human CPS
 Human + CPS:  Human participate autonomously in interactions
 Human as actors and  resources with intelligence  



HCPS - New Generation of CPS
− Integration of Classical Software、BigData and AI、Intelligent Control & Robotics、HMI

− Emerging Form ICT and will last for years 

− The engineering methods for their construction represents the state of the art in ICT

− Architecture-multi-layered 3-level  SoS-单元级、系统级、系统之系统（SoS）级HCPS
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 Systems of multi-scales systems [SoS]
 IoT layer－Embedded Software, Drivers and OS in sensors and 

devices 
 Computation & Coordination Layer－bigdata processing and 

analytics,  control/monitoring/coordinating  software
 Application Layer－ Apps、web/cloud services、business & 

workflow managements
 Network layer－communication protocols、network infrastructure 

& resources management and scheduling (SDN)
 Involve different software architecture styles and technologies: 

OOA, SOA, CBA, MDA, AI

 Ubiquitous connectivity, complex dynamics, and require self-X

Need seamless integration of architecture styles and technologies 

Software Paradigms in HCPS



• Through sensors, things are virtualized  as data so as to be 
identified and shared/transmitted  

• Not only exit in CPS, collected, processed , but also 
– dynamically used in providing functionalities/services 
– generate  more and high level data, and 
– drive the evolution of CPS

• The value of data as  virtualisation of things is to  create views 
from separate data sources
– Views are what makes BigData useful, by link  data sets together 

to deliver new products and services
– Views implemented as APIs, and they are used to realise business 

processes and workflows
• BigData are an integrate  part of CPS and used to develop value 

added services and drive system’s evolving behavior
– Data (should) also have component-based and layered 

architecture 



 Knowledge reasoning, as well as  data analytics in
o decision making in business processes and workflows 

intelligent control
o automatic computing (MAPE-K), self-adpative 

architecture
o dynamic service discovery and binding – evolving 

SOA.
 Computer vision and Natural Language Processing in 

 human-machine interaction (HMI)
 Robots are obviously in CPS.
 AI is both a solution and problem to uncertainty
 How how to improve AI with Human involvement 
 

   AI in CPS

End-to-End Modelling & Verification AI Components & 
Composition of AI and Non-AI   Components

AI in HCPS



Domain Specific OS in HCPS

• Different application tasks in a specific domain often share “resources” 

• Resources now include, in addition to the typical resources for computing 

and communication

 Data, software systems, physical components,  sensors and actors, 

and 

 even humans

• A DOS is a software system which manages, controls and dispatches these 

heterogeneous resources for the execution of application tasks

• A DOS supports the development of  environments for 

• programming, and 

• upgrading applications in the domain (vs traditional resources 

management systems and operational tasks scheduling) 



1. New components and plug in
2. Dynamically find and connect components
3. Adding more interfaces and/or improving 

performance of interface, as to allow 
cyber components  to 

1) monitor  more and better about its 
environment

2) more autonomous (self*), 
3) make more intelligent control 

decisions, and provide smarter 
services

4) control and coordinate more and 
better physical components

Evolving to improve, optimization, 
smartness, connectivity, autonomy and 
trustworthiness

CPS cannot be built from scratch 
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Future Electronic Health Records



MIT Robot Garden 
After allowing a robot to sense dynamic environment, 
enhance its communication for coordination and  
automaticity, put more than 100 robots together and 
formed a garden

  



Evolution in Railway Systems 

Dealing with uncertainty  with communication and fault-tolerance   



国家自科委宗旨

    鼓励探索、突出原创，聚焦前沿、独辟蹊径，
    需求牵引、突破瓶颈，共性导向、交叉融通。

Scientific Challenges of HCPS

人机物融合系统

的软件架构建模

人机物融合的混合

智能计算运行机理

HCPS应用
于未来工业
发展战略

既需要具备高
度自治与智能

又要确保系统
整体安全可信 人机物融合系统的

多维异质资源模型

人机物三元融合中相关子技术领域的

科学研究与工程技术瓶颈问题

关键挑战

解决上述关键挑战问题需要相关技
术领域的交叉融合、联合攻关
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建立知识表示、逻辑推理验
证和机器学习的统一理论，
机器学习的可信性理论。

HCPS持续健康演化，AI子系
统可控性、可组合性、可重
用性，HCPS可靠性、安全性

HCPS系统软件设计，基于软
件定义的系统运维和应用开
发



Challenges in Designing DOS of HCPS

• Determine and model of commonly shared human, cyber and physical 

• Algorithms and optimisation for Manage, control and coordinate these 

resources  for OS trustworthiness – efficiency, safety, stability

• Uncertainty of resources  due to openness 

 Human is of the highest uncertainty to the OS – difficult to model 
 软件相对确定性高
 物理世界作为任务执行的环境常有很大的不确定性；作为任务的工具或生产资料的

“物”有好的确定性

 Need modelling theory for human，cyber components and physical 
components for abstraction and analysis

 Problems：
 How can human be scheduled and manged in the OS？

 Challenges of new OS on the classical OS theory and method（resources 

model and computing power）？



 A combined component-based and service oriented 
design and evolution 

 System architecture is horizontally component-based
 Upgrade/design new HCPS subsystems in the context of an 

existing HCPS
 connect more CPS components together
 interactive and distributed learning

 System architecture is vertically service-oriented 
– develop new layer of services,
– hierarchical learning: monitoring and control possibly 

through higher level learning and reasoning

 The notion of Interface Contracts in Key in this 
framework



Objectives/Vision  

 A model-driven and component-based approach to HCPS 
Design and Evolution  
1) Seamlessly and coherently combination of  the various 

dimensions of the multi-scale design space - behavior, QoS, 
space and time.

2) Definition and management of the entire processes and not 
to consider only point solutions of methodology, tools, and 
models that ease part of the design.

 Provide correct, secure and intelligence and healthy evolution 
by architectural design – a theory of generic refinement 
o in which integration verification and simulation techniques 

are driven by construction.

Trustworthiness of AI components -
contracts, composition, refinement, reuse



Trustworthy DNN
• Human simulatability of ANN: human can predict the output in 

each step of computation with inputs of data and model 
parameters (Lipton 2016, Wu 2017)

• ANNs are black boxes
– it is difficult simulate, interpret, reason about and verify  
– after an input, we cannot know what the output will be until 

the output is produced 
– we won’t know if it “fails” and what would be the 

consequences if it fails
– ANNs are usually produces correlations instead causal relations

• It is a hard problems, but crucial realization of CPS 

23We cannot define  contracts, composition, refinement, reuse for DNN



Some Wild Thinking 
• Interactive learning: Vertical and horizontal learning architecture

 allow one ANN consults another just like people consulting each other
 extended multi-agent systems model 
 But how can an AI knows it does not know or uncertain about 

something 
 NEED REASONING 

• Settle argument of week AI vs strong AI through 
– hierarchical and interactive AI and 
– evolutionary AI

• Though hierarchical learning and combining induction and 
deduction not defined, but ideas appear in 
1. Formal verification models [Marta Kwiatkowska 2017, David Dill 

2017, et al]
2. Extended Decision trees and Bayesian network for decision making 

[Jiuyong Liu, Saisai Ma et al 2015- 2017]
3. And a lot of discussions on the internet

24



Many Ideas – Even from Pioneers  

Magnus Frodigh
The Book of Why by Judea Pearl



Conclusions

• Layered, Interacting and Evolving Architecture
– Layered computing, learning and reasoning
– Interacting computing, learning and reasoning 
– Evolving AI

• Contract-oriented model driven architecture
• Linking theories, techniques and tools

– UTP - Hoare and He
– Category Theory & Institutions (J. 
Goguen)

– For Integration of Computing, control, ML 
and knowledge theories and systems 
But most of the challenges discussed are largely unsolved 



Indirections

      “All Problems in Computer Science can be 
Solved by Another Layer of Indirection.

     But that usually will create another 
problem.” 

                                             --- David J. Wheeler
                                                  Butler 
Lampson



Michael Burrows
(1963--)
FRS, Google 
Burrows–Wheeler transform
Serach Engine AltaVista

Andrew Hopper 
(1953--)
FRS,FREng
Virtual Network Computing

Roger Needham
(1935-2003) FRS, FREng
Needham–Schroeder
 protocol
BAN logic

Bjarne Stroustrup
(1950-)
C++

Mathai Joseph
Real-Time

PhD students of David Wheeler 

https://en.wikipedia.org/wiki/Burrows%E2%80%93Wheeler_transform
https://en.wikipedia.org/wiki/AltaVista
https://en.wikipedia.org/wiki/BAN_logic

